From Personal Data Processing to Digital Dignity
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‘The Datafication Process’ 1/3

Every ‘like’ leaves a digital footprint.
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Every ‘like’ leaves a digital footprint.

Every ‘like’ is transformed to quantified data.



‘The Datafication Process’ 3/3

* Every ‘like’ leaves a digital footprint.
« Every ‘like’ is transformed to quantified data.

* Every ‘like’ is a one way extraction process.



‘The Datafication Process Result’ 1/4

« Social ‘sorting’.
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Social ‘sorting’.

Permanent monitoring.
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Social ‘sorting’.
Permanent monitoring.

Classification and modelling of individuals.



‘The Datafication Process Result’ 4/4

« Social ‘sorting’.
 Permanent monitoring.
« Classification and modelling of individuals.

* Manipulation of the ‘Attention Market’.
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Attention is social, political,
a critical necessary condition
for autonomy,
responsibility,
and plurality.




Legal Design



TWO APPROACHES TO PRIVACY

Harms based Approach (US)
VS.

Risk based Approach (EU)



GDPR - EU/2016/679
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Legal Design - Principles 1/3

 The protection of natural persons in relation to the processing of
personal data is a fundamental right.



Legal Design - Principles 2/3

 The protection of natural persons in relation to the processing of
personal data is a fundamental right.

 The processing of personal data should serve mankind.



Legal Design - Principles 3/3

 The protection of natural persons in relation to the processing of
personal data is a fundamental right.

 The processing of personal data should serve mankind.

 The right to the protection of personal data is not an absolute
right.



Legal Design - Drawbacks 1/6

 The ‘right not to be subject’ to automated decisions and to
profiling is limited to cases, which ‘significantly’ affect
individuals.
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 The ‘right not to be subject’ to automated decisions and to
profiling is limited to cases, which ‘significantly affect
individuals.

...but who defines this ‘significance’?



Legal Design - Drawbacks 3/6

« ‘Explicit’ consent to data collection is only required for the
processing of sensitive personal data, while ‘consent’ is enough
for all other kinds of data.
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« ‘Explicit’ consent to data collection is only required for the
processing of sensitive personal data, while ‘consent’ is enough
for all other kinds of data.

...since the list of sensitive data is limited, what about the ‘consent’
requirements for normal ubiquitous data collection?



Legal Design - Drawbacks 5/6

« Companies may process personal data of individuals without
consent on the basis of their ‘legitimate interest’ (indicatively
fraud prevention, network security, direct marketing)
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« Companies may process personal data of individuals without
consent on the basis of their ‘legitimate interest’ (indicatively
fraud prevention, network security, direct marketing)

...but who defines the ‘legitimate interest’?



Crossreferencing of articles within the GDPR, created by Institute of Management for
Information Systems, 2016



Technical Design



Technical Design

e Norms



Technical Design

Norms

Procedures



Technical Design

Norms
Procedures

Customary Institutions



Technical Design

« Norms
* Procedures
e Customary institutions

« Control vs. Ownership



Design as a Philosophy



Design as a Philosophy 1/4

 What a person is.



Design as a Philosophy 2/4

What a person is.

*  Where meaning comes from.



Design as a Philosophy 3/4

 What a person is.
*  Where meaning comes from.

* The nature of freedom.



Design as a Philosophy 4/4

What a person is.
Where meaning comes from.
The nature of freedom.

The nature of an ideal society.



Dignity



Who is at the Centre?







Human Exceptionalism?
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Dignity as Human Exceptionalism

« Greek / Roman philosophy: The ability of exercising virtuous control

over itself.
 Christian philosophy: Divine creation and existence in the image and

likeness of God.
* Modern philosophy: Rational autonomy and the ability of self

determination.
* Post-modern philosophy: Humanity’s social recognition of each

other’s value.



Dignity embodies ‘dualism’
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Miod and matter are fundamentally distinct kinds of substances. Human bengs have both
of them, mind or soul and body. Moral duslism is the bebe! of the graal complement of

Rights Duties




Dignity as a source of rights to...

e manage/control/own our data;

e ACCess;

e share;

e reuse;

e fair reciprocities (reputation, micropayments etc.);
e OWN our identity;

e live...



Dignity as a source of duties to...

e Care;

e respect;

e contribute;
o attribute;

e share alike;

e reward;



Dignity as ‘Katechon’
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Dignity as the ‘elevator pitch’

Ethics: From ‘legality’ (eg. ‘legitimate interest’) to ‘legitimacy’.



Dignity as the ‘elevator pitch’

« Ethics: From ‘legality’ (eg. ‘legitimate interest’) to ‘legitimacy’.

 ‘MyData’: From ‘surveillance capitalism’ to human centric
processing (decentralised MyData operators).



Ethics = Law = Design



MyData



Privacy

‘The power to control what others can come to know about you’

Ethan Katsch, Law in a Digital World, (New York: Oxford University Press, 1995, 228)



Privacy in MyData

‘The power to control what others can come to know about you and
allow others to access and use’



Ethics of MyData

« Human centric.

- Usable.

« Guarantees of autonomous individualism.

 Dynamic social relationships, culture and ecosystems.
» Reciprocities.

* Open business environment.

* Trusted peer production.



Ethics of MyData

« Make the self an (or the only?) agent of choice.
 Law (GDPR) as MyData?

 MyData as a ‘Regulatory Infrastructure’.



Ethics of MyData

« Is all data for sale (eg organs)?

* Should all personal data be considered private?



To be continued
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